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About Belarus IGF32023 Forum

On November 15, 2023, the Fifth National Internet Governance Forum was 

held at the Minsk Marriott. With more than 500 participants, it became the 

largest event in the history of the Belarus IGF. 

Representatives from the government, business sector, non-profit 

organizations, the technical and academic community, as well as ordinary 

Internet users, took part in this unique event for the country. The Forum has 

been organized by the company hoster.by since its creation in 2016.

The goal of the Belarus IGF is to bring together all stakeholders for the 

consistent development and improvement of Internet security, as well as to 

create a conducive environment for the growth of initiatives through 

dialogue.

The program of the Forum was compiled based on suggestions from Internet 

users. An open call for topics was announced on June 1, 2023, on the 

website igf.by. Cybersecurity, personal data protection, digital literacy and 

inclusion, as well as combating the spread of misinformation in the media and 

other Internet resources, were among the most popular areas.

The Internet Governance Forum is consistently guided by principles such as 

the involvement of all stakeholders, openness, transparency, inclusivity, a 

bottom-up approach, and a non-profit nature.

IGF (Internet Governance Forum, 

Internet Governance Forum)

It is a global platform for the open discussion 

of Internet development issues involving all 

stakeholders. The establishment of the IGF 

was announced in 2006 by the 

Secretary-General of the United Nations. 

Dozens of national and regional Internet 

Governance Forums are held every year 

under the auspices of the United Nations, 

including the global IGF, which was organized 

in Kyoto, Japan, in 2023.
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PARTNERS OF THE FORUM



as other socially significant events in Belarus and the world.

registration and coordination of activities aimed at supporting the global 

functioning of the Internet.

names and IP addresses.

THE FORUM IS HELD 

WITH THE SUPPORT OF  



<We all govern the Internet=. 

On November 14, Minsk hosted the Youth Forum on Internet Governance, YOUTH Belarus IGF32023. This event 

was a part of the larger Belarus IGF Internet Governance Forum. Over 120 students and young specialists 

gathered at the Belarusian State University of Informatics and Radioelectronics. The participants discussed the 

prospects for the development of the World Wide Web together with the representatives of organizations that 

play an important role in Internet governance in the post-Soviet space.

hoster.by. He explained why the event is so important for 

the development of the Internet: 

organization serves as the national registry in Russia and 

establishes rules governing domain registration in .RU and 

projects aimed at the development of the Internet.

attend the Youth Russian Internet Governance Forum, 

Belarusian students the opportunity to study at the 

Russian Summer School on Internet Governance. 



established with the involvement of the U.S. government, 

aspects of Internet functioning.

emphasized the challenge posed by different 

international organizations being responsible for 

establishing reliable relationships among all organizations 

involved in regulating the Internet is the first step toward 

the development of the World Wide Web.

regional Internet registrar, distributes Internet resources 

and coordinates activities to support Internet functioning.

opportunities by Belarusians and representatives of other 

Hovsepyan expressed his belief that certain specialties 

currently being taught may become obsolete in the 

future. He emphasized the necessity for flexibility in 

of the Internet in this process.

the most outstanding question and awarded memorable 

gifts to the most engaged attendees.



foster connections among all members of the Internet community. 

good, rather than a threat; as a catalyst for development, not a tool for 

One of the significant trends in recent years is the rise in the number of 

towards increased traffic consumption, with this figure having multiplied 

tenfold in the last five years.

to the breadth of discussions and the urgency of the issues raised. I often 

reiterate that the Internet Governance Forum is not just an event but rather a 

dialogues about how the Internet should function and how to address related 

to advancing this important process.

of the Republic of Belarus

Sergey 

Zhernosek

of the Republic of Belarus

Andrey 
Kuntsevich

and Informatization of the Republic        

of Belarus

Pavel 
Tkach

Mikhail 
Anisimov

new avenues for accessing information and accelerating its dissemination. 

Forum will help to find solutions to these issues.

Opening of Belarus IGF



because they shed light on how collective efforts can enhance the Internet. 

development of the Internet necessitates collaboration.

fundamental principles of IGF:

1. Multistakeholder Engagement, Openness, and Transparency:

Belarus IGF, without exception, has been conducted with the support of 

relevant government ministries and departments. We always receive broad 

organizations, and regular Internet users.

2. Bottom-up Approach and Inclusivity:

We consistently consider the preferences of the general public when shaping 

Since the inception of Belarus IGF, we have embraced an open solicitation of 

proposals for discussions, upon which the agenda is structured.

3. Non-commercial Orientation:

Vahan
Hovsepyan

Sergey 
Povalishev 

CEO, Reliable

Software, Ltd. (hoster.by)

CEO, Reliable

Software, Ltd. (hoster.by)

CEO, Reliable

Software, Ltd. (hoster.by)



issues related to managing subnets utilizing domain names. Furthermore, 

innovations, the possibility of creating domain names resembling those in 

traditional systems cannot be discounted. In theory, users could find 

themselves navigating a separate "Internet" established by malicious entities.

Fragmentation of the Internet.

centers.

equipped to address the demands of the digital transformation era. 

PLENARY SESSION

opportunities" 
Moderator:

Igor Ruban 

Participants:

Pavel Tkach 

Informatization of the Republic of Belarus

Evgeny Liplyanin

Oleg Sedelnik

Andrey Vorobyov

Vahan Hovsepyan 

Mikhail Anisimov



The expert underscored the vulnerability of small 

businesses to staffing shortages.

RIPE NCC representative Vahan Hovsepyan emphasized 

the significance of quality in guaranteeing universal 

Internet access and preparing infrastructure and 

decision-making processes for the next phase of 

technological development. He also highlighted the 

willingness to offer assistance to Belarusian colleagues 

from RIPE NCC if necessary to augment the number of 

root DNS servers, which currently stands at two in the 

country.

Speaking about Belarus' plans and achievements, First 

Deputy Minister of Communications and Informatization 

Pavel Tkach noted that last year, the country completed 

the construction of fiber-optic communication lines to all 

settlements with more than 100 households. By the end 

of 2025, coverage will extend to all localities with more 

than 50 households. One of the immediate tasks is to 

provide broadband Internet access and mobile cellular 

telecommunication services to the entire population of 

Belarus residing in rural areas. Additionally, efforts are 

underway to strengthen standards for communication 

services.

Among the trends, there was a significant inclination 

towards the "Internet of Things= in

terms of the number of connections. By 2025, the 

number of devices connected to the global network is 

expected to reach 50 billion. On average, there are 

about 10 Internet-connected devices per person, and this 

figure is projected to increase to 100 in the near future. 

However, such a massive volume of connections and 

traffic is supported by an infrastructure originally 

designed for lower loads.

In continuation of the topic of the "Internet of Things," the 

development of 5G technology was addressed. Pavel 

Tkach, First Deputy Minister of Communications and 

Informatization, pointed out that the deployment of the 

fifth generation of mobile communications is currently 

uncertain. This uncertainty stems not only from existing 

restrictions due to sanctions but also from a global trend 

of waning interest in 5G. While the technology offers 

several clear advantages, there is a lack of anticipated 

rapid growth and clarity regarding its practical 

applications.

Increased attention to cybersecurity is another global 

trend. It has been emphasized that forming a community, 

reducing the number of links in the incident response 

process, and streamlining bureaucratic decision-making 

processes are important measures. Evgeny Liplyanin 

highlighted that the primary vector of attacks targets the 

chain of service providers, as they often have lower 

levels of protection. The expert underscored the 

significance of protecting infrastructure facilities, which is 

mandatory for all legal entities in Belarus.

Speaking about the upcoming revision of the IGF format 

at the UN General Assembly in 2025, the participants in 

the discussion emphasized the importance of aligning 

with the needs of the community in addressing Internet 

governance issues. They also expressed hope for the 

signing of a Global Digital Treaty, aimed at outlining the 

general principles of open, free, and secure digital 

future.
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PANEL DISCUSSION

How a False Agenda is Formed 
in the Media, Social Networks, 
and Online Resources
Moderator:

Vyacheslav Zenkovich

Director of Smartpress information resource 

(smartpress.by )

Participants:

Dmitry Alfer

Co-founder of the online portal about 

business and entrepreneurship                  

"Pro Business" (probusiness.io )

Pavel Tukhto

Editor-in-chief, online media Tochka.by

Alexander Gradyushko

Associate Professor of the Department         

of Periodicals and Web Journalism, Faculty    

of Journalism, Belarusian State University, 

Candidate of Philological Sciences

Antonina Bolobolova
The leading specialist of the editorial office   

of BELTA multimedia projects

News hoaxes have existed for quite some time, but with the rise of social 

networks, messaging apps, and the current global agenda, their prevalence 

has significantly increased. This can be attributed to several factors. Firstly, 

the widespread use of social networks allows anyone to act as their own 

media, disseminating news stories and attention-grabbing headlines without 

thoroughly fact-checking the information. Secondly, average internet users 

may struggle to distinguish between fake news and genuine information, 

given the constant stream of news from various channels, both official and 

unofficial, spreading rapidly 24/7. Thirdly, fake news can be deliberately 

propagated by interested parties to serve their agendas. For instance, a 

single false report about a surge in demand for the dollar could trigger a 

collapse in the value of the ruble. The key to verifying such information lies in 

engaging critical thinking and avoiding emotional responses. 

Pavel Tukhto highlighted the rapid dissemination of internet news, 

emphasizing that if unverified information surfaces in the evening and 

captures the audience's attention, it can quickly proliferate across social 

networks and other online platforms by the next morning. To protect oneself, 

it's crucial to rely on reputable sources and, when in doubt, seek confirmation 

from official channels. 

Antonina Bolobolova shared a checklist outlining how ordinary internet users 

can verify information for authenticity:

Assess the credibility of the source, paying attention to the resource name 

and its domain name.

Scrutinize the news for spelling mistakes and errors.

Cross-check the information with multiple sources, preferably official ones.

Dmitry Alfer addressed the issue of fake news within business, financial, and 

economic media spheres. In summary, he highlighted that in Belarus, such 

occurrences are relatively uncommon. Additionally, the Belarusian business 

community tends to distrust sensational fake content, preferring to seek out 

8surprising9 business news from primary sources.



Dmitry Alfer addressed the issue of fake news within 

business, financial, and economic media spheres. In 

summary, he highlighted that in Belarus, such occurrences 

are relatively uncommon. Additionally, the Belarusian 

business community tends to distrust sensational fake 

content, preferring to seek out 8surprising9 business news 

from primary sources.

Alexander Gradyushko highlighted the increasing 

significance of media text within social networks and 

messaging apps, emphasizing the growing importance of 

information verification as a key aspect of training for 

young journalists. These fundamentals are now integrated 

into the curriculum from the earliest stages of education. 

Discussing the media landscape, Alexander pointed out 

significant changes since the previous Belarus IGF 

touching upon several areas:

4 The media system: It is evolving in Belarus and globally. 

Previously, discussions at Belarus IGF focused solely on 

traditional media, but now the scope includes both 

internet resources and social networks, which are not 

media. 

4 Technology and speed: Slow internet connection 

speeds present a significant challenge. It's crucial for both 

consuming and verifying information. Additionally, speed 

plays a vital role in news creation. Previously, journalists 

could return home after Belarus IGF and prepare materials 

at their own pace. However, now publications need to be 

released within an hour. Additionally, it's essential to 

broadcast updates online via telegram channels and 

social networks.

4 Content, presentation methods, media language, 

auditing, and media effects: The key focus lies in 

engaging readers effectively.

4 Content distribution channels, encompassing digital 

platforms and algorithms.

All these factors, individually and collectively, pose 

challenges in verifying information. People accustomed to 

receiving news from social networks often overlook 

official sources for verification.

They also addressed the topic of the most dangerous 

fake news prevalent in today's agenda. Responding to the 

inquiry about which fakes 4 political or economic 4 pose 

a real threat to Belarus, Antonina Bolobolova observed 

that their objective is often to destabilize society, not only 

in Belarus but also globally. Political fake news may pose 

the greatest threat, as they aim to emotionally unsettle the 

public, especially during election years and periods of 

heightened conflicts. Presently, we are witnessing an 

abundance of such content in the media and on social 

networks, often accompanied by emotional, sensational 

headlines and even videos depicting military conflicts and 

their casualties. When encountering such news, it is 

crucial to pause and attempt to verify the original source 

or await confirmation from official channels before 

reacting.

In the context of the military news received from various 

channels, we delved into the advancements in artificial 

intelligence and deepfakes. When scrutinizing particularly 

sensitive reports, attention should be paid to subtle 
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details. For instance, we may encounter news regarding a 

military conflict and its casualties accompanied by a 

photograph. Upon closer examination, discrepancies may 

arise; for instance, a person in the image may appear to 

have six fingers. Such anomalies indicate that the 

information being presented may not be entirely reliable.

In conclusion, the question arose regarding whether 

artificial intelligence could replace journalists. The 

speakers noted that this scenario is unlikely, as current 

AI-technologies are still relatively rudimentary and lack 

human critical thinking skills necessary for verifying the 

reliability of information. Even with artificial intelligence as 

a tool for aggregating vast amounts of information from 

various sources, 

it remains imperative to double-check what is presented 

as the truth. Pavel Tukhto shared his recent experience, 

recounting how he utilized AI after hearing the news that 

Marc Chagall's artwork "Over the Town" was sold at a 

Sotheby9s auction in New York for $15.6 million. Pavel 

entered the query "Which painting by Marc Chagall is the 

most expensive?" The response indicated "Three Brave 

Odessans" from 1910, purportedly sold for $14.8 million in 

2008. However, it is known that Marc Chagall never 

painted such a picture.



Thanks to the Internet, individuals with disabilities can access new knowledge 

and opportunities, including finding employment, family, friends and colleagues. 

However, not all websites are currently accessible to individuals who are blind. 

Coordination Center shared insights on developing modules to support the 

visually impaired.

Correctly marking up the structure of web pages, providing audio and text 

descriptions for images to be used by screen readers (programs that voice text 

on websites), and incorporating alternatives to graphical CAPTCHA ensure 

inclusivity for individuals with visual impairments. Developing such a website 

requires selecting an experienced contractor who comprehends the scope of 

work involved. Additionally, it's crucial to conduct testing with blind individuals 

after creating the web page.

Andrey Gapanovich, the head of the "Home Meetings" project at the institution 

"Bound by Good with Victoria," echoed the importance of establishing an 

accessible environment on the internet. He emphasized that advancements in 

PANEL DISCUSSION

Digital Literacy as a Basic 
Information Security Tool

Moderator:

Anton Chervinsky
Head of Marketing Service, Smartpress 

Information Resource (smartpress.by)

Participants:

Andrey Aleynikov

Coordination Center, Chairman of the Youth 

Council of the Coordination Center

Andrey Gapanovich
Head of the "Home Meetings" Project at the 

Charity Organization "Bound by Good with 

Victoria"

Maxim Batskalevich
Participant of the "Home Meetings" Project, 

Charity Organization "Bound by Good with 

Victoria"

Vladimir Lebedev
Head of the Educational Activities 

Department of the Secretariat of the 

Supervisory Board of the Hi-Tech Park

Sergey Kuzmenko
Executive MBA Trainer in Internet Marketing 

and PR in Digital Media, Author of Training 

Courses, including a Digital Literacy Program, 

Lecturer
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medicine are increasing the number of lives saved. 

However, this progress also leads to a rise in the 

population of individuals with disabilities. Thus, while 

cerebral palsy may have once been deemed a life 

sentence, today, an increasing number of people are living 

with this diagnosis.

Andrey Gapanovich highlighted that individuals with 

disabilities not only receive social benefits but also 

contribute to them. Participants of the "Home Meetings" 

project arrange visits to the homes of those who are 

isolated due to health reasons, enabling them to 

experience live communication.

There are specialized applications available on the Internet 

for communicating with neurodiverse individuals. Andrey 

Gapanovich expressed hope that an aggregator of such 

applications will soon be available on the bynet.

Belarusian writer and participant of the "Home Meetings" 

project, Maxim Batskalevich, shared his experience of 

using a computer. Due to his inability to control his hands 

and focus his eyes on the screen, existing techniques are 

not suitable for him to type texts. It takes Maxim about an 

hour to type a single sentence, during which he must hold 

onto his thoughts. Maxim remains hopeful that the situation 

will improve soon, allowing him to engage in creative 

pursuits with less time and energy expended.

The issue of digital inequality was addressed by Vladimir 

Lebedev, the head of the Educational Activities 

Department at the Secretariat of the Supervisory Board of 

the Hi-Tech Park. Those proficient in the latest 

technologies have greater career advancement 

opportunities. As artificial intelligence develops, this 

inequality will likely worsen, with users equipped with 

robots, neural networks, and other advanced tools gaining 

even more resources.

Education has the potential to address the issue of digital 

inequality. The Hi-Tech Park has initiated the "Informatics 

without Borders" project, engaging over 600 kindergartens 

and centers. Thousands of children, starting at age 6, are 
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learning logic, algorithmics, and computer science. The 

HTP organizes excursions for older students to its business 

incubator and the offices of resident companies, providing 

insights into popular professions in IT, artificial intelligence, 

and other emerging technologies. Additionally, the Park 

trains teachers to incorporate modern practices into 

classes for preschoolers and schoolchildren.

Digital literacy education is also essential for teaching both 

children and adults how to use social media wisely. 

Statistics reveal that young people, on average, spend 7-8 

hours per day on social networks.

Sergey Kuzmenko, an Executive MBA business coach 

specializing in Internet marketing and PR in digital media, 

estimated that, on the scale of Belarus, this amounts to 

600 million man-hours per month that could otherwise be 

spent on work or study. 

Algorithms for forming a news feed in social networks 

operate in two main directions:

Motivating people to spend as much time as possible on 

social networks.

Encouraging the creation of the maximum amount of 

content.

Social media content isn't always harmless. For instance, 

some bloggers portray themselves as financial experts, 

leading people into financial schemes where they end up 

losing their money. In China, laws protect residents from 

this threat: influencers must verify their education in 

medicine or finance before providing related information to 

their audience. Sergey Kuzmenko proposed that Belarus 

introduce similar laws to safeguard social media users from 

individuals falsely claiming expertise in specific fields.
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Today, without exception, every owner of a smartphone, computer, game 

console, or tablet with Internet access becomes a potential target for a 

cybercriminal. Phishing sites, calls on behalf of banks, hacking of resources or 

devices, and massive DDoS attacks 4 the variety and number of crimes using 

Internet technologies have continued to grow for many years. Consequently, the 

requirements for the protection of information systems and the level of digital 

literacy of the population are increasing. As noted by Ilya Myachin, today, not 

only companies and industry specialists are involved in information security 

processes, but everyone. Currently, Belarus is actively working to increase the 

level of cyber hygiene, and the industry itself is developing rapidly, as evidenced 

by a number of new documents, including Decree No. 40 "On Cyber Security" 

and Decree No. 269 "On measures to counter unauthorized payment 

transactions."

The following key problems have been identified in Belarus in the field of 

information security:
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4 Lack of information security specialists.

4 Low level of digital literacy in society.

4 Prevalence of social engineering and phishing, including 

fake websites and fraudulent calls aimed at extorting 

money.

Everything is interconnected, and the problem of phishing 

and social engineering is a direct result of low cyber 

literacy. This issue disproportionately affects the financial 

sector, as highlighted by Dmitry Stasyulevich. In the latter 

half of 2022, Belarus experienced a surge in fraudulent 

calls aimed at stealing funds. This issue remains pertinent, 

and active efforts are underway to mitigate such crimes 

through two main avenues:

4 Issuance of decrees mandating companies in the 

banking sector to implement anti-fraud solutions and 

measures to protect against DDoS attacks. Additionally, 

companies are required to allocate specialists for 

round-the-clock monitoring of systems.

4 Standardization of mechanisms for incident identification 

and investigation to facilitate a quicker response to such 

incidents.

An important development was the issuance of Decree No. 

269, scheduled to take effect in 2024. This decree grants 

representatives of law enforcement agencies access to 

banks' automated information processing systems. This 

access will enable them to input data on registered 

incidents related to fraudulent activities and the use of 

social engineering to steal money. 

This will enable faster reactions and the acquisition of 

necessary information regarding movements on the 

accounts of the affected individual. It will also facilitate the 

swift blocking of funds for a specified period, thus 

preventing the perpetrator from accessing the funds. 

However, concerns have arisen regarding potential abuses 

of power by law enforcement representatives in this 

context. Dmitry reassured that under Decree No. 269, 

authorities will not have access to make alterations or 

independently block or transfer funds. Their sole 

functionality will be to add comments about the incident 

along with all relevant details.

Much attention was focused on phishing in Belarus and 

potential strategies to counter it. Sergey Menshikov 

highlighted that bank and their clients are now the primary 

targets of phishers. For instance, at the start of 2023, 

Priorbank JSC identified 40-50 phishing resources closely 

resembling the bank's official website. To combat this, 

options include reaching out to hosting providers or 

utilizing specialized services that monitor the emergence 
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of phishing sites. The main challenge lies in the speed of 

blocking such resources. If the domain name and hosting 

services are procured within Belarus, the process is 

expedited. Conversely, if these services are obtained 

outside Belarus (which is often the case), the procedure 

becomes more time-consuming. One potential solution 

could involve revising the rules governing domain name 

registration.

Andrey Vorobiev concurred and mentioned that phishing 

poses a significant challenge in Russia as well. Out of 6 

thousands of phishing domains are blocked annually. 

There are two primary methods of blocking: state 

intervention and a self-regulation mechanism.

The self-regulation mechanism operates through the 

collaboration of 12 competent organizations, which furnish 

information about domain names identified in phishing 

attacks to an accredited Russian registrar. The registrar has 

the authority to block these domains. In instances of more 

intricate phishing schemes, such as those involving 

financial pyramids, resolution is pursued through a state 

mechanism, often involving appeals to the Prosecutor 

General's Office.

Andrey Vorobiev also proposed a potential effective 

solution to the phishing issue: a system where the buyer of 

domain names  and hosting services is identified through a 

unified state platform, similar to "Public Services" in Russia. 

This would eradicate the ability to furnish fake documents 

and anonymously use services, thereby aiding in the swift 

identification of attackers. 

We also discussed the topic of copyright, which is crucial to 

adhere to when distributing content and software. As an 

example, we examined a copy program of an open-source 

solution used as a technical means of safeguarding 

information. Olga Ilyina emphasized the importance of first 

determining whether a specific open-source product is 

protected under copyright law. Following this, it's essential 

to review the agreement to ascertain whether it permits 

downloading, copying, distributing, and modifying the 

technical solution without the explicit consent of the 

copyright holder.

Often, open-source products can be distributed and 

modified, but only under free terms. However, Olga noted 

that copyright protects the external form of expression, 
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particularly in the case of software - the code. If the code is 

entirely rewritten, even while preserving identical functions 

in the final application, it may not violate copyright.

In conclusion, Andrey Vorobiev, Dmitry Stasyulevich, and 

Sergey Menshikov commented on the results of a survey 

conducted among the audience and agreed that most 

leaks are caused by employees - intentionally or 

unknowingly. This underscores the importance of 

developing cyber culture and educating competent 

Internet users from kindergarten through school. After all, 

even the most modern technical means of protection will 

not prevent leaks if technology is used by employees with 

poor education in the fields of digital literacy and 

cybersecurity.
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In 2021, the Law "On Personal Data Protection" came into force in Belarus. At 

that time, Belarusian companies did not understand this term and did not 

know how to comply with the requirements of the Law. The National Center 

for Personal Data Protection was loyal to the operators of personal data: in 

the first six months, it did not conduct inspections, but answered requests, 

clarified ambiguous questions, and gave practical recommendations. The 

Center is currently consulting with operators on the timing of the elimination 

of violations and continues to answer operators' questions about the proper 

storage and processing of personal data. 

Vitaly Disko highlighted that not all personal data operators understand the 

importance of processing data correctly. Many operators mistakenly believe 

that violations only result in a fine of 50 basic units, unaware of other potential 

risks, including reputational, legal, and financial. According to Vitaly, the main 

risk is the loss of business. The Center may require the re-collection of 

consent from the subjects if it was obtained illegally. This process can cost 

tens or hundreds of times more than the fine itself. For instance, Vitaly 

mentioned a case where an online resource monetized cookie processing 

without user consent. The Center requested that cookies be processed in 

compliance with the law, but the costs associated with restructuring the 
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process were so high that the business ultimately closed 

down. This situation might have been prevented if the 

individual responsible for personal data processing 

(DPO) had conducted a thorough audit of business 

processes during the implementation stage.

According to the Law on Personal Data Protection, the 

DPO does not have clearly defined responsibilities, as 

each organization has its own specificities and scale. The 

DPO needs to organize their work in a manner that does 

not hinder business processes while simultaneously 

enhancing personal data protection within the company. 

Nadezhda Shakel recommended initiating the process 

by drafting an inspection plan, as this is the primary task 

of the DPO.

Next, it's important to analyze the business processes 

and begin creating a register of data processing 

activities. If the company already has policies for 

processing personal data, it may be sufficient to update 

them. Otherwise, engaging an external consultant to 

develop them is an option. The key is not to simply copy 

regulations from other entities, as they may not be 

suitable for different companies.

It is crucial to consider how to address information leaks 

or other breaches in personal data processing and to 

define the procedure for reporting such incidents to the 

National Center for Personal Data Protection. Once these 

guidelines are developed, it is essential to ensure that all 

employees are acquainted with them and trained on how 

to follow the protocols in the event of an incident. 

It is imperative to approach employee training with 

utmost care. Dmitry Bondar shared Alfa-Bank CJSC's 

experience in this regard. Initially, DPOs demonstrated to 

employees the potential consequences of mishandling 

their personal data. Educational spam calls, SMS, emails, 

and social engineering fraud bolstered the personal 

motivation of banking professionals. Subsequently, a 

competence centers, led by the DPOs, were established. 

The responsibilities of those overseeing personal data 

processing include:

4 Participating in the development of data flow 

diagrams.

4 Coordinating all contracts and agreements.

4 Reviewing access rights to personal data.

4 Conducting audits of contractors.

4 Analyzing information flows using information security 

tools. 
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During this period, regular employees accessed 

materials on personal data protection through internal 

communication channels and raised queries to experts 

via comments. Subsequently, each specialist underwent 

a course and underwent an evaluation based on their 

performance. Once all bank employees achieved a 

satisfactory level, practical training commenced, 

simulating attacks on customers' personal data. 

After training, the number of events detected by the DLP 

system has decreased, and the bank has achieved 

compliance with legal requirements regarding personal 

data protection. 

The section also addressed the issue of joint processing 

of personal data. Maxim Grechanikov provided the 

following example: during the SMS termination, the 

customer transfers the recipient's phone numbers to an 

authorized person who organizes the process and sends 

messages. 

The authorized person then passes the numbers to the 

sub-authorized person, who is the telecommunication 

operator responsible for delivering the messages to the 

recipients.

In this scenario, personal data is transferred twice from 

one organization to another. In such a case, the 

authorized person must establish agreements on the 

joint processing of personal data with both the customer 

and the telecommunication operator. Additionally, it's 

crucial to ensure that the subcontractor maintains a level 

of personal data protection equal to or higher than that 

specified in the contract with the customer.
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The Law "On Personal Data Protection" delineates four 

potential roles in the multi-level processing of personal 

data: an independent operator, an operator, an 

authorized person, and a sub-authorized person. Kirill 

Laptev emphasized that these roles are flexible. For 

instance, the same company, based on the objectives of 

joint data processing, may function as either an operator 

or an independent operator. Moreover, roles can vary 

within specific clauses of contracts, underscoring the 

significance of drafting each document in alignment with 

the delineation of responsibilities and business 

procedures.

Personal data is intertwined with the challenge of their 

cross-border transfer, which is particularly pertinent for 

multinational corporations.  

It's impractical for a single legal entity to simultaneously 

adhere to the personal data laws of all countries. Mikhail 

Ratushny offered a bold solution for global corporations: 

dividing business operations into distinct legal entities 

across different countries. The suggestion was to 

centralize all potential personal data processing activities 

within a single legal entity. By compartmentalizing 

information flows from various regions, international 

companies can more effectively address incidents and 

requests from data subjects.

The participants of the session discussed the future 

trajectory of Belarusian legislation. Experts unanimously 

concurred that the current fine for breaching the Law "On 

Personal Data Protection" lacks sufficient deterrent effect 

to ensure compliance among operators. In contrast, fines 

in other countries are significantly higher, potentially 

indicating an impending increase in Belarus as well. 

Furthermore, participants predicted a trend towards 

localization in Belarusian legislation. Since 2010, as 

stipulated by Decree No. 60 issued by the President of 

the Republic of Belarus, all businesses engaged in 

selling goods or offering services within Belarus must 

have their operations hosted within the country's 

territory.
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The Internet Governance Forum 2023 has once again 

underscored the significance and timeliness of an open 

dialogue concerning the Internet's development in Belarus. 

Currently, there are no alternative platforms in the country 

that allow representatives from all interested parties to 

engage in such comprehensive discussions. 

The organizers of the Internet Governance Forum remain 

committed to exerting every effort to unite stakeholders 

and enhance dialogue, aligning with the global principles 

of IGF and maintaining the traditionally high level of 

organization for Belarus.

In conclusion
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